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Instruction 1: Intune Device Enrolment

Intune is a secure mobile management system that allows you to access the school’s network.

This guide will show you how to enrol a BYO Mac device into Intune and install an application. This
process may take up to 15 minutes to complete.

Before you start, please have ready the email address and password that has been supplied to you by the
school. If you do not have this information, you will not be able to successfully complete the installation.
Please see your school contact to obtain these details.

These instructions are for High Sierra or later versions of MacOS. You may find some of the screens look
different to the ones provided here if you have an older version of MacOS or there are changes made to
Intune.

If the installation fails at any time, please re-open the Intune app and try again.

Please note: If you have any problems with installing Intune or using it afterwards, please contact
IT@buderimmountainss.eg.edu.au for assistance. See below for Intune FAQ's.

Step 1. Install Intune

a. Tostart, connect to the internet, open Safari and type in portal.manage.microsoft.com

=
[f portal.manage microsoft.com — Microsoft intune Web Company Portsl ] J[
s

Top Mit
“ Microsoft Intune Web Company Portal

portal manage microsoft.com

Q port
Q portmans
Q port douglas
0 port douglas markets
Q port douglas weather
0 port macquarie ‘
b. Enter the @eq.edu.au email address you were provided by your school and select Next.

Bookmarks and History
Microsoft Intune Web Company Portal portsl manage microsaft
Microsoft Intune Web Company Portal portal manage. microsoft.

B Microsoft

B® Microsoft
Sign in
mstud259@eq.edu.au ™~

No account? Create one!
Can't access your account?

Sign-in options
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c. Your username may auto fill or you will need to enter the school username and password you
were provided. Then accept the terms and conditions and select Sign in.

[ Ep—

d. A prompt will pop up asking if you want to stay signed in, select Yes.

BY Microsoft
mstud269@eq.edu.au
Stay signed in?

Do this to reduce the number of times you are
asked to sign in.

L

Don't show this again

No Yes

e. Two options will appear. Either option can be selected.
You don’t have any managed devices or

Tap now to tell us which device you are using or add a new device

0 & ponal marsge miceosoft 2om

Devices

[ © You don't have any managed devices. Add this one by tapping here. ]
L3

f. Please select Download. It may take a few seconds to complete.
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Add this device &

x|

Adding this device lets Department of Education QLD make sure that
your device is allowed to access resources like email and apps.

To get started, click Download to install the Company Portal app. Learn

more about how to install the Company Portal app.

If you've added this device recently, it may take a few minutes to show

up here.

What does envrolling and identifying my device do?

o |

Cancel

g. Select the Open box icon at the bottom of your screen.

Add ths device L
Adding ths cevoe lets Department of Education QLD make sore that
your Geve 1 slowed 1 sccem resowrces le emal and spes

To got started. cick Download to mtal the Compary Portal agp. Loarn
more sbout how to matall e Company Ports aop

¥ you've acded Tvs device recentyy R may take & few mirutes 8 Show
o here

What G303 evaliing ard derttyrg my devee da7

Add this device

Adding tha devce lets Department of Education OLD make sure that
your devce s slowed 10 scoess rescurces e emad and spps

To get started, chck Download to natal the Company Portal sapp [ ean

more about how to instal the Company Portal spp.

¥ you've added this device recently, Il may take & lew mntes 1o show
up heve

What does ewollng and «dentityng my devce do?

_ -

BAROSROOA™

h. Then select the Open box icon next to the Company Portal Installer file.

R ' |

i. Please select Continue.
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L ] w Install intune Company Portal -

Waicome to the Intune Company Portal Installer

o Introduction You will be guided through the steps necessary to install this
software

Continue

j.  Please read the license terms and then select Continue.

[ ] @ Install intune Company Portal -

Software Licence Agreement

English
+ Introduction L B

® Licence MICROSOFT APPLICATION LICENSE TERMS

MICROSOFT INTUNE COMPANY PORTAL FOR macOS
These license terms are an agreement between Microsoft
Corporation (or based on where you live, one of its affiliates) and
you, Please read them. They apply to the application named
above. The terms also apply to any Microsoft

updates,

supplements,
Intemnet-based services, and
support services

for this application, unless other terms accompany those items, If
s0, those terms apply.

BY USING THE APPLICATION, YOU ACCEPT THESE TERMS.
IF YOU DO NOT ACCEPT THEM, DO NOT USE THE

Print.. Save... Go Back | Conhn\&:

k. Select Agree to accept the license terms in the pop-up window.

@ Inatall intune Company Portal -

To continue installing the software you must agroe to the terms of the

ag!

ot click Agree to continue or click Disagree to cancel the installation and quit
o Lic the Installer.

Read Licence Disagree

WIS I VITIIS MR WY WA WTT) TR AT

updates,

I.  Next, select Install.
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[ s w Install intune Company Portal -

Standard Install on “MacHDD"

This will take 54.8 MB of space on your computer.

» Introduction
| » Licence Click Install to perform a standard installation of this software
+ Destination Select e i

» Installation Type

Go Back Install

m. Please enter your username, password of your device and select Install Software.

—_ Installer is trying to install new software,

:
s Introdug u Enter your password to allow this.

» Licence Username: digital
e | Pnsswovd-[nnonq l
» Installati
o Installal
T

n. When the installation has finished, select Close.

[ ] w Install intune Company Portal u
The inataletion was daaog fully
s Introduction
| & Licence
» Destination Select
» Installation Type
» Installation

The installation was successful.

® Summary »
The software was installed.

0. Once the program has completed installing, please select Move to Trash or Bin option.
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@ Install intune Company Portal

Do you want to move the “Intune Company

> 4 Portal” installer to the Trash?
o Introductit To keep this package in its current location,

click Keep.

» Licence
Kee
» Destinatio e

» Installation Type i

The installation was successful.

The software was installed.

Installation

o Summary

p. The Microsoft auto update will appear. Select Install if there are updates waiting. Otherwise,
select OK. You may need to repeat this step a few times. Once there are no more updates, you
can close the Microsoft Auto Update program.

.

Microsoft AutoUpdate
AutoUpdate check: For more
AR i Checking for updates
How would you lik
Manually Ct Cancel
Automatical

© Automatically Download and Install

Join the Office Insider programme to get early access to riyw releases

If you choose to participate in this progr , all d i
will be and the data will be coll d by Mi oft:
ired and opti di ics data, di ic logs and

9 3 97 el
necessary service data. This data is collected from all programme
participants, but if you wish to turn off the I i iagnost
data or gories of d i you can do so by changing
privacy settings. In addition, you will receive emails from Microsoft with
important information about the programme.

Choose how you get Insider builds

Office Insider Slow ~ best for Insiders who want to get early access to fully
supported builds with minimal risk and provide feedback to make Office
great.

m m

Programme terms
Check for Updates
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Step 2. Enrol your device into Intune

a. Select Launchpad and then select the Company Portal app.

PROON N alEBOBROODT Y -

b. Then, select Sign In.

“..

Company Portal

NOrk or school resources and keep them secure

Sign in

c. If presented with the Microsoft Sign in screen, enter your supplied EQ email address. Then,
select Next.
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d.

B Microsoft

=- Microsoft
Sign in
mstud259@eq.edu.au L

No account? Create one!
Can’t access your account?

Sign-in options

Sl N

Enter the username, password and accept the terms and conditions. Then select Sign In.

“
WQueensland sovermnment Department of Education

e.

Managed Internet Service

Seg M wth yous UNemaMe and pasEeond

Usemame *  ~uarssse sous

Password *

q | agres to the conditions of use and privacy statement

Change my password

Cancel sign-in

Then, select Continue.
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Set up Department of Education
QLD access

L0t SETUD p0ur OLWIEE 10000455 YOur o all. Sevions Wi FL 300 2003 126 aoek
Vet ot ] rownt

Gat your device managed

, Uopnr v vl o Bducabun ULD 10Qavs po. 0 00 ad | & Wansagererl
Prot e 1o sesoim po.r deios

Update device settings
’ Copnr byl o Bdacalan ULD mgl 0es po % Whi shon bow setleyg
. CARecITm
Laatrt rrzew

f.  This explains what your school IT administrator can and cannot see on your Mac device.
Select Continue.

What can Department of Education QLD see?

&) Department of Education QLD can't: A Department of Education QLD can:
* Wk Brnes gy hetory a0 T s en + Vs the mats, sawisl mimser, and openeis i svise
» Open your omals, COMICLs, 07 CaENS o 50110 "aMes of 2pes ot stakied
B e o+ Merfily pour st by reerm
» Raview pour documents « Peset 0ef of stolen dedce to frctoy satings

Leam rore
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N

This screen outlines the next steps. When ‘What’s next?’ appears, select Enrol to finish the
installation. This may take a few minutes to complete.

What's next?

L Al Cremquery Bactel 12 slge 6 she i hals

L BN your M g paisennd

A Confrm deridce Termgers i 7 Gpoen Praferences
Sk Condve v proceed

Lz =aee

Enter the username and password for your device and select OK. It may take a few minutes for
the management profile to be installed.

P~ Profiles/MDM wants to make changes.

.
L_. Enter your password to allow this.

User Name: digital

Password: ooooooooocl J

Then, select Open System Preferences.

Confirm device management

You need 10 approve the instaliation of & Management Profile in System Preferences.
This will let you 8CCesS COMDAnY PesOUrCes Hrom yout Mac.

1 In "System Preferences”, select "Profiles”

4

In the jefi-hand sidebar, select “Management Profile”.

w

Click “Approve..” to aliow Department of Egucation QLD 1o manage work settings
on your Mac

CIiCK "AOIov™ whan the DOpuD J0pedars.

Come back 1o the Compary Portal, then click *Continue”,

»

Select Management Profile and then Approve.
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P Credential Profile - BAIE MW' file v

Functionality may be kmited until this profile is approved

@ Management Profi -
Approve

E SCEP Profile - I \uynagement Protile
Install this profile to get access to your

WiFi Profile - e31ceadd- company apps
- 10SProfileSigning manage microsoft.co
m
17 Jun 2019 at 11:22 am

Erase all data on this computer

Add or remove configuration profiles
Add or remove provisioning profiles
Lock screen

k. Confirm you want to approve the Management Profile and select Approve.

Do you want to approve the “Management
Profile” profile?

@ Until this profile is approved, the management server
will have limited control over your device and you may
not have access to all functionality.

Y 4 Cancel { Approve ]

—r

|.  The system preference screen will be displayed and you can close this window.

L] { Profiles

E Credential Profile - BATE _ Mmmm( Profile

Veritied

Install this profile to get access to your
company apps
10SProfileSigning.manage.microsoft.co

E PKCS1 Crodential Profile

m
E PKCS1 Credential Profile 10 Jun 2019 at 8:57 am
Passcode Profile
¢ . Certificate
m SCEP Profile - ModeiNar Certificate
m WiFi Profile - 067ccd8!- Mobile Device Management
- SCEP Enroliment

m WiFi Profile - ce4354b7

e |

m. The Intune company portal app window will still be open. Select Continue.

Confirm device management

YOu NRG 10 BPEOVE T8 INETARATION Of & MANBgEMAnT PTofile In SyEtem Preterences
This wit let you acoess company resources from your Moc

Open System Preferences
1 in“System Profernces”, select *Profies”
2. In the left-hand sdedor, soloct “Management Profile”

3. Otk "Approve..” 1o allow Departmant of Coucation QLD 10 manage work settngs
0N your Mac.

4. CHck "ADDIOVE" when I8 DOPUD BDDERS.
5. Coma back 1o the Company Ports, than chek *Continue’

n. Wait as the Company Portal updates the device settings.
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0.

Set up Department of Education
QLD access

Let's 50t up yOUr evice 10 ACCE4S your 6mall, dovices, WirFL and apps for work

You will need 1o

Get your device managed

O Department of Education QLD requires you 1o nstad a Management
Profile 1o secure your device
Update device settings

Departmant of Education QLD might need you to take action, ke wetting
§.  epascode

Learn more

Postpone

When the tick appears against Update device settings, your device has finished enrolling into
Intune. Select Done. It may take up to 15 minutes to finish installing. You can use the device in
the meantime but please keep it connected to the internet.

You're all set!

You should now have sccess to your email, devices, Wi-Fi and apps for work.

Get your device managed

o Depariment of Education QLD requires you 10 inttall 3 Managerant
Profile to secure your device

Update device settings

o Department of Education GLD mIGht need you 10 take action, like setting
# passcode

Learn moen

Close the Company Portal. You have now finished installing Intune.
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Instruction 2: Download and install Microsoft Office 365 Applications

Important Information

This is not available to download from the School network, it must be done from home. See below for
troubleshooting.

Instructions
Step 1:

a. Open internet browser and navigate to https://office.com
b. Click on "Sign in" and enter students’ username. Type in your EQ
(e.g. ismithl@edq.edu.au) email address and click "next".

B® Microsoft

Sign in

Email, phone, or Skype

Back

Can't access your account?

No account? Create one!

Step 2:

a.

You will be prompted for your username and password on the online authentication page.
Type your username and password. Ensure just to use the username and not @eq.edu.au.

Queensland Government D ent of Education and Training

Managed Internet Service

Sign in with your usemame and password

1 agree to the conditions of use and privacy statement
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b. Click Login

c. Inthe top right corner, click on the Install apps then Premium Microsoft 365 apps.

|:| = o The Office app is becoming the new Microsoft 365 app, your home to find, create, and share your content and ideas. Learn more

Good morning

Recommended

Install apps -

Premium Microsoft 365 apps
\L Includes Outlook, OneDrive for Business,
Word, Excel, PowerPaint, and more.

d. A pop-up message will appear prompting you to run or save the file,

e. Click on ‘Save’. The file will automatically begin to download.

B® Microsoft 365

o Select "Open file" after the Microsoft
installer downloads

Learn about Microsoft 365

Get started with Microsoft 365
S & K o dj

Do pou want 0 alom ihis app to make.
enanges to your dewce?

o Select "Yes" to install on your device

AES
e

o Open any Microsoft 365 app and sign
in: admin@sunshinecoast-it.com.au

Need help?

f.  When the file has completed downloading, click on ‘Run’. You can also open your computers
Downloads folder and ‘Run’ the setup file there.

Please note this file may take a while to download depending on your bandwidth speed.

g. You will be prompted with a message to make changes to your computer. Enter admin user
name and password to proceed with install.
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h. Microsoft 365 will start downloading and install onto your computer, wait for this to finish.

=- Microsoft

Please stay online while Office n' g &

downloads

We'll be done in just a moment. G u g

i. After Microsoft 365 finishes installing, a message will appear to inform it has
completed. Click ‘Close’.

=. Microsoft

You're all set! ’I -

The Cffice apps are installed on your computer.

Close

j.  After you click close, we recommend restarting your computer to ensure all changes have
applied successfully.

When you start an Office app for the first time you'll be prompted to sign in to Office to Activate.
Be sure to sign in using your @eq.edu.au (school account).

Your Microsoft Office 365 software is now ready for you to use. This software is only for personal
devices and will remain available as long as you're a Queensland state school member. This
software can be installed on up to 5 devices (Windows/Apple). See below for troubleshooting
steps.
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Instruction 3: Download and install Microsoft Teams School App

Information

Microsoft Teams serves as the digital classroom and plays a critical role within the BYO school
environment. It’s important to ensure the Microsoft Teams Work or School version is installed.

Instructions
Step 1:

a. Open Edge internet browser and navigate to https://office.com
b. Sign in using school email address and password.
Select Teams from the App sidebar menu.

d. From the top right menu select Download the desktop app

— 83 Settings

Keyboard shortcuts

About >

Download the desktop app

Download the mobile app

e. Install Teams by running the newly downloaded file.
f. Setup complete! Sign into Teams using school email address and password.
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Instruction 4: Setup OneDrive Sync App

Information

OneDrive for Business is an integral part of the Microsoft Office 365 platform and provides a place in the

cloud for you to store, share and sync your work files.

OneDrive for Business provides users with access to:

One terabyte of storage per staff/student

File sync integration with Microsoft Teams

An expanded suite of Office Online Web Applications, including OneNote Class Notebooks

Instructions

Step 1:

a.

b.

Open Microsoft Teams and select the Files icon then select OneDrive

poy Files
@ Views
Chat (O Recent
EEE' Eﬁ Microsoft Teams
Teams
@ s Downloads
Aszignmants
Cloud storage
& OneDrive
Calendar
Calls
i
Apps
Click Sync

& OneDrive

+ New v T Upload ~ <= Sync
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c. Click Signin

@& Microsoft OneDrive X

Set up OneDrive

Put your files in OneDrive to get them from any device.

Email address

‘ mstaf?B@eq.edu.aul |

d. Sign in with Please enter your username, password, accept the terms and conditions,
and Sign in.

Managed Internet Service

Sign in with vour usermame and password

Usermname *  mstaffd

Paszssword * FTTTTTRPe.

I agree to the conditions of use

Change my password
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e. Click Next

@& Microsoft OneDrive

Your OneDrive folder

Add files to your OneDrive folder so you can access them from other devices and
still have them on this PC.

Your OneDrive folder is here

C\Users\Student\OneDrive - Department of Education

Change location

Next |

f.  Click Next

@ Microsoft OneDrive X

Get to know your OneDrive

To add items, drag or move them into the OneDrive folder.

\L r ]
\\ [ —)
\

Next ‘
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g.

h.

Click Next

@& Microsoft OneDrive X

Share files and folders

To let other people view or edit your files, you can share them. You can also work on
folders shared with you.

Click Next
@ Microsoft OneDrive

All your files, ready and on-demand

With Files On Demand, you can browse everything in your OneDrive without taking
up space on your device.

A A A
a) ® (V)

Online-only On this device Always available
These files don't take up When you open a file, it Right-click a file to make it
space on this device, and downloads to your device available offline.
they download as you use so you can edit it while

them. you're offline.

e
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i. Click Later

@& Microsoft OneDrive X

Get the mobile app

To work on your files on the go, use OneDrive on your phone or tablet. Available for
i0S and Android.

Get the mobile app

j.  Congratulations! You have successfully setup OneDrive and onboarded into BMSS BYO
program.

@ Microsoft OneDrive X

Your OneDrive is ready for you

Open my OneDrive folder ‘

Page 23 of 24



Intune FAQ's

What can school administration staff see or not see on my child’s device?

What the school administration (Intune) can
see on the device

What the school administration (Intune) cannot
see on the device

Your school can only see information that is
relevant to the school:

e Device owner

e Device name

e Device model

e Device manufacturer

e Operating system and version eg: i0S
13 or Windows 10

e Appinventory and App names, like
Microsoft Office 365

e On student and staff’s personal devices
the school can only see school managed
Apps

e Device serial number and IMEI

Your school does not monitor student’s use of
the device

e Cannot see your child’s personal
information

e Cannot see what your child is doing on
their device

e Does not track student’s locations /
device location

e Does not provide information on
personally installed applications

e Does not allow uninstalling of any
applications including your child’s own
applications

e Home Network cannot be seen

e Calling and web browsing history

o Email and text messages

e Contacts

e Calendars

e Passwords

e  Pictures, including what's in the photos
app or camera roll

o Files

Can | have multiple mobile device management tools on my child’s device?

Microsoft Intune does not work if other mobile device management (MDM) tools are installed on

the device.

Can | use parental controls if my child’s device has Intune installed?

Parental controls can be used in conjunction with Intune. Windows has Microsoft Family to
manage screen time and block and manage apps and features on your child’s device. For
i0S, refer to parental controls on your child’s iPhone, iPad and iPod touch to explore a range of

iOS parental control features.

Is there any cost associated with using Intune?

There is no cost for your child to use Intune and Microsoft Office 365.
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